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Security Assurance Manager

Reports to: Group IT Director Information Security

The part | play at Bromford Flagship LiveWest to enable people to thrive is:

To lead the security assurance function, supporting the Group IT Director Information Security in providing
confidence to the organisation that information security risks are effectively managed and controlled. |
provide oversight, challenge and evidence-based assurance that security policies, standards and
frameworks are embedded and operating as intended across services, projects and third-party
arrangements.

| am accountable for the development and delivery of a risk-based security assurance programme, including
control assessments, compliance reviews, audits and security input to governance processes. | work
closely with internal teams and external partners to assess security posture, identifying gaps, ensuring
assurance activity is pragmatic, consistent and aligned to organisational priorities and risk appetites.

| coordinate with Internal Audit colleagues in the Risk Directorate to align with their assurance activities. |
liaise with the Head of Information Security, Risk and Compliance on framework compliancy, policy creation
and risk management and with the Security Operations Manager on incident response and vulnerability
management matters.

By maintaining awareness of regulatory expectations, sector practice and emerging assurance approaches,
| ensure the organisation’s security assurance capability continues to mature and add value. As part of the
wider technology leadership community, | role-model a collaborative and accountable culture, supporting

delivery excellence, transparency and shared ownership of security outcomes.

My skills and experience include:

| have extensive assurance and information
security skills and experience. This involves
completing security control assessments,

framework compliance reviews and audits.

My knowledge and experience includes
information security frameworks including
NIST, CIS and ISO27k.

| have excellent communication skills and am
able to liaise with stakeholders at all levels. |
am able to support and influence technical
colleagues to adhere to standards set outin
policies and frameworks.

| hold a relevant professional qualification in
assurance, audit or information security.

The skills | will develop include:

Through training and external networking |
will have the opportunity to develop my
information security and assurance skills
and knowledge.

With the support of my colleagues and
line manager | will develop my leadership
skills and experience, whilst also building
my knowledge of the housing sector.
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