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Information Security Analyst

Reports to: Head of Information Security, Risk and Compliance

The part | play at Bromford Flagship LiveWest to enable people to thrive is:

To support the effective delivery of Bromford Flagship LiveWest's information security activities and assist with the
implementation of the security strategy within day-to-day operations.

| support the Head of Information Security, Risk and Compliance in the identification, review and monitoring of information
security risks, escalating findings and decision-making as required while developing my expertise within established
governance processes. Working with colleagues and stakeholders across the business, | support the review of third parties,
projects, systems, software and processes to help identify and manage information security risks. Reviews of third parties
also involve liaising with external stakeholders to gather and assess information relating to their security posture.

| assist in tracking compliance against recognised information security frameworks, such as Cyber Essentials, CIS, ISO 27k,
and NIST, by working with colleagues in IT and Programme Delivery and other departments to collect evidence, document
findings and track agreed improvement actions.

| also contribute to information security awareness and engagement initiatives across the organisation. | support teams
and employees by providing clear, plain-English guidance on information security responsibilities and good practice,
helping to reinforce and support a positive security culture.

| work closely with the Security Operations Manager on incident response and vulnerability management matters and the
Security Assurance Manager on assurance related activities.

| keep up to date with developments in the information security sector and threat landscape to enable me to contribute to a
proactive Information Security service. | also assist the Head of Information Security, Risk and Compliance in monitoring
security performance and identifying opportunities for continuous improvement within Bromford Flagship LiveWest.

My skills and experience include: The skills | will develop include:

High-level information security knowledge and experience, A deep understanding of the social housing
including best-practice, relevant frameworks, risk sector and the organisation in order to
management and technical expertise. This is supported b . . . .

s P PP Y contribute to and flourish in an environment

experience in governance, risk and compliance. . X
focused on continuous improvement.
Excellent communication skills with the ability to work with

all levels of seniority and technical expertise. | am organised

and have a positive collaborative attitude. I will also have the opportunity to deve"Op

my information security knowledge and
skills through training, experience and the
support of colleagues.

| have technical knowledge and experience of Microsoft365
and Azure cloud services.

Ideally, | hold a degree in a relevant technical subject or a
relevant professional qualification.

By working in a large IT and Programme
Delivery team in one of the largest housing
associations in the UK | will develop
excellent professional skills.
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