. Bromford
/1 Flagship

D365 User Security Analyst

Reports to: Director of Information Security

The part | play at Bromford Flagship to enable people to thrive is:

| am responsible for designing, configuring, maintaining and governing the security model across the
Dynamics D365 and Power Platform estate. | ensure that users have the right levels of access, that data is
protected and the organisation remains compliant with internal policies and regulatory requirements.

| maintain role-based access control (RBAC) across all D365 and Power Platform applications. | ensure
security aligns with business needs, data protection standards and Microsoft best practice.

| manage security across multiple environments and work with Azure AD / Entra ID administrators on
authentications, MFA, conditional access and application permissions.

Maintaining and controlling access to D365 and Power Platform applications, | monitor, document and review
security changes and user activity and ensure compliance with GDPR, internal audits, regulatory
requirements and retention policies. | ensure design and implementation of SoD (segregation of duties) to

prevent conflicts as necessary.

| support internal and external audits, providing evidence of access controls and change management.
Working closely with all roles in the software development lifecycle, | validate security during delivery and
post deployment. | provide input during solution design and advise teams on secure user permissioning

configuration, data access and least-privilege principles.

My skills and experience include:

| bring a deep understanding of Dataverse and D365
F&SCM security models, Entra ID (Azure ID), conditional
access, group and identity governance. Lifecycle
Services (LCS), Power Platform Admin Centre, DLP
policies, environment strategies, compliance, GDPR, ITIL
and enterprise governance. My experience of
translating business requirements into secure role
models, along with an analytical detail-driven mindset
with strong documentation skills, ensures | can help
protect sensitive customer, financial and operational
data. | have experience with Agile (scrum) enabling me
to support the team’s security needs within their
delivery cadence.

The skills | will develop include:

| will gain deep sector knowledge of social housing
including the challenges we face in trying to solve the
housing crisis.

By managing access for thousands of users, contractors,
field workers and external partners in a large housing
association, | will master security roles, field-level
security and privileges vs access levels.

Working with skilled technical teams | will enhance my
knowledge of D365 in a large-scale implementation with
the challenges faced to ensure the high levels of
protection required to secure our sensitive data.



